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Abstract

The malware program becomes a disturbance to the user as it grabs the most important files
and data of the user. The number of devices attached to the internet is increasing at a high
speed which raises the opportunity for the attackers to steal or destroy the user data. Some
malicious attackers demand money from the user after hacking the user's most important
information. The traditional methods for malware classification including static and dynamic
contain some limitations as they consume time in feature extraction. The malware
classification needs to be identified in the light of artificial intelligence. The machine learning
model is also used by the researcher for classification but now gets old and underperforms in
the large dataset to overcome the large dataset issue deep learning algorithms are required
which perform efficiently in large datasets. Difference researchers proposed deep learning
algorithms for malware detection and achieving the best performance in detection but
limited to malware classes. In this paper, the VGGNet-19 model which is also a deep learning
model proposed for malware classification is in multiclass. In the VGGNet-19 model, the term
VGG stands for Visual Geometric Group which can handle up to 19 layers for its deep network
feature. The Malimg dataset contains 9339 samples divided into 25 malware classes. The
proposed model is trained on this multiclass malware image dataset, achieving 0.998%
performance in training, 0.990% in testing, and 0.990% in overall classification accuracy. The
confusion matrix confirms model excellence performance across all classes.
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Introduction

alware is a harmful program that is developed to destroy the data, steal the

data to get financial benefits, or demand money. With the increase in internet
usage, the number of malware attackers also increases for stealing the data (Ahmed,
2023). The use of mobile phones is continuously increasing which may give
opportunity to attackers for access the user data without being unaware of users.
Malware is now coming in different types which may require a powerful method of
classification (Odat, 2022). The main purpose of malware programmers is to disturb
people by gaining access to their data. Malicious programs are now becoming an
unstoppable problem all over the globe (Alzahrani et. al 2022). The old methods for
classifying the malware become slow to detect the modern type of malware with
efficiency. An advanced technique is required to tackle this problem. The deep
learning model which comes from artificial intelligence can solve this problem
efficiently and accurately. This deep learning method also improves time and
accurately performs classification (Almotairi et al 2024). Almotairi et al. (2023)
propose a deep learning model LSTM for classifying the malware. It used the
correlation-based feature selection to select the feature from the dataset and achieve
the best results but it does not show the per-class classification of the model on
malware. It uses the two-class datasets. The VGG visual geometric group named
VGG-19 supports 19 layers which are CNN layers making it stronger for performing
classification in this task (Siddhesh, 2024). The ML models are time-consuming in
the classification of multiclass malware. The deep learning model is suitable for this
task so VGG-19 which is CNN with multiple layers using which takes less time to
train and perform accurate classification of malware. The VGG-19 is improved than
traditional CNN its depth of the VGG-19 model has also been improved. These
multiple layers extract image features more easily and faster than a single CNN
model (2020). Different deep learning models were proposed for multiclass malware
but time time-consuming and low in accuracy in image datasets. That’s why VGG-
19 which is an improved version of CNN used in this paper to classify malware
accurately. In this paper, the VGGNet-19 model is proposed for classifying the
malware. The Malimg dataset used in this experiment contains the twenty-five
classes which are multiclass.

Re

% Problem
» The malware image datasets need to be evaluated by the efficient deep
learning model so that it classifies the malware images accurately and
efficiently.
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» The multiclass malware image datasets need to be evaluated by the
multiclass model to classify the different and advanced types of malware
images.

»  The malware gets advanced continuously and comes in different types it is
necessary to classify the malware and which variety it’s coming from.

«» Contribution

The contribution of this paper is to use the VGG-19 model to classify the malware
images correctly which are in multiclass. The model tuning was implemented to
improve performance in classification. The proposed model deals with the real-
world scenario of malware and improves the classification efficiency. Implement the
dropout and batch normalization for handling the overfitting. This research also
contributes to cyber security for classifying the advanced types of malware images.
This proposed model VGG-19 deals with large datasets and multiclass malware. After
this we compare our proposed model with CNN model to determine our model
performance in multiclass malware classification of images.

Review of the Literature

Anandhi et al. (2022) proposed the deep learning model dense NET model. It uses
two datasets which are the BIG 2015 malware dataset and the Malimg dataset. Their
proposed model performance is 99.4% and 96.7% in two class malware families. The
model also used the FGSM technique to evaluate the performance it shows 95.5%
and 90.5% accuracy. Wei et al. (2022) proposed a model using CNN and Bi-LSTM to
perform classification on malicious code. The dataset was taken from virus share
container 8 malicious families. The experiment by the CNN-Bi-LSTM shows 0.98%
accuracy.

Smitha et al. (2024) proposed deep learning models LSTM and CNN. The genetic
algorithm is used to select the suitable features. After the experiment, the proposed
model gives 98.5% accuracy in malware detection. The Android-based dataset used
in this experiment contains 10,000 apps. These Android apps contain malicious and
non-malicious apps. Igbal et al. (2022) uses the LSTM model to classify malware
attacks. The top PE Import 1000 features dataset used in this experiment. The model
achieved 99.6% accuracy using the sigmoid function. This model works for
malicious and non-malicious files.
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Hairil et al (2021) proposed an ANN model for detecting ransomware in transaction
coins. The heist dataset is used from the machine learning repository. The dataset
contains five classes. After the experiment, their model achieves 97% accuracy
performance. Awan et al. (2021) proposed a CNN model with a spatial attention
method for classifying the malware named the SACNN model. The Malimg dataset
used in this experiment consists of twenty-five malware families. After an
experiment from the proposed model, a 97.8% accuracy performance was achieved.
James et al. (2022) proposed a visualized-based approach for detecting malware. It
consists CNN model and a GAN model named Mal-detect for classify the malware.
The MaleVis, Malimg, and Virus Share datasets were used in the experiment. After
an experiment, 99.8% and 96.7% accuracy performance were achieved in
classification. Xiao et al. (2020) use the VGG-NET 19 model to determine whether
the worker wears a mask or not. It is two classes labeled data wear mask, and
unmasked. The images datasets 3161 samples of mask and unmasked pictures of
workers used. After an experiment from the proposed model, a 97.2% precision
score was attained by the model. It needs to be improved in accuracy and optimized
the model for identifying the complex scenario. Mitsuhashi et al. (2020) proposed a
VGG-NET 19 model for classifying the malware using the class imbalance method.
This method of class imbalance technique assigns the malware family to different
samples groups like 80, 160, 240 and 320 malware samples by assign a malware
family to it. After the experiment from the proposed method 98.8 % accuracy is
achieved. By using sampling method 99.7 accuracy performance obtain in 320
samples of malware. The model needs to trained on large dataset for evaluate the
model performance.

Pinheiro et al. (2021) proposed a visualization-based deep neural network. The two
datasets Microsoft Malware Classification and Malimg datasets used in this
experiment. Twelve neural network models were used in the experiment. After an
experiment, 99.97% f1 performance was achieved. Schofield et al. (2021) proposed
1DCNN to classify the malware. The Windows API calls datasets contain 8 malware
families. After an experiment, a 98.17% accuracy performance by the model was
obtained. Joshi et al. (2021) proposed an ANN model for classifying the botnets using
a special feature extraction technique fuzzy logic. The CTU-13 dataset was used in
the experiment. It contains the two malware classes. After an experiment, a 99.9%
accuracy performance was achieved in the model.
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Table 1 Existing Model Performance in Malware Classification with Malware Datasets

Author Model Dataset Family Accuracy
Akhtar (2022) CNN-LSTM Kaggle Dataset Two 0.99%
Kumar (2022) CNN-BiLSTM Virus Shares Eight 0.992%

Jamal (2022) ANN [oT Dataset Nine 0.978%
Mai (2021) Dec-DCNN BIG 2015 Nine 0.978%
Qiu (2022) CNN Malimg Twenty-Five 0.99%

Ahmad (2023) Inception V3 BIG 2015 Nine 0.978%
Alzahrani (2022) VGG NET 19 Malware Dataset Five 0.982%

Table 1 shows the different existing deep learning models that were proposed for
classifying the malware. Each model is designed to cover malware family
classification. It presents the model, datasets, family, and accuracy in a multiclass
approach for classifying the different types of malware.

Table 2 Malware Family Covered by researchers with their performance in Family

No Authors Families Accuracy
1 Viboonsang (2024) 5-class 0.995%
2 Ma (2023) 5-class 0.999%
3 Wei (2022) 8-class 0.988%
4 Alzahrani (2022) 5-class 0.982%
5 Awan (2021) 25-class 0.971%
6 Alnajim (2023) 25-class 0.981%
7 Aslan (2021) 25-class 0.977%
8 Jamal (2022) 9-class 0.971%
9 Mayhem (2021) 5-class 0.99%
10 Chen (2022) 10-class 0.934%
1 Sharma (2021) 4-class 98.2%
12 Dang (2021) 20-class 81%
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Table 2 presents the authors with covered malware families with the accuracy they
achieved in the experiment. It shows the accuracy of the malware family.

Table 3 Strength and Weakness of Existing Models

Models Strength Weakness
VGG-19 Deep Network with Multiple Layers to extract High Computational Cost
image features rather than a single model
CNN CNN is useful for image classification and High Computation Cost in 3D
powerful for extracting image features CNN Network
LSTM It is very useful for sequential data for It requires a lot of time for
classification tasks. training.
GRU It is faster than LSTM and uses small memory. | It takes training time and is slow

to deal with large datasets.

VGG-16 Deep Network with Multiple layers to take High Computational Cost
useful image features.

Table 3 shows the different type of deep learning models that contains the weakness
and strengths of model performance.

Methodology

In this methodology part the proposed model is defined with the complete steps. It
defines the data preprocessing and model training steps. All steps of the
methodology are defined in pseudo-code form.

Step 1: Load Images from Folders
Step 2: Convert Images into RGB Mode
Step 3: Convert the list of Images & labels into Arrays
Step 4: Let gs_images be training data & gs_labels labeled data
Step 5: Perform Data Splitting in training & label data
Step 6: Perform Label Encoding & Categorical Operation in Labeled Data
Step 7: Load VGG Net 19 Model
vggig = VGGig(weights='TmageNet', include top=False, input_shape=(224, 224, 3))
for layer in vggig.layers:
Layer. Trainable = False
x = Flatten () (vgg19.output)
x = Dense (512, activation="relu’) (x)
x = tf.keras.layers.BatchNormalization()(x)
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x = Dropout (0.5) (x)

output = Dense (25, activation='SoftMax’) (x)

model = Model (inputs=vggi19.input, outputs=output)

# Compile the model

model. compile(optimizer=tf.keras.optimizers.Adam(learning_rate=0.001),
loss='categorical_crossentropy’,
metrics=['accuracy'])

# Print the model summary

model.summary()

# Train the model (assuming X_train, Y_train, X_test, Y_test is defined)

history = model. Fit (X_train, Y_train, epochs=25, batch_size=32, validation data=

(X _test, Y_test))

# Evaluate the model

score = model. Evaluate (X_test, Y_test, verbose=0)

The above methodology contains the seven steps that define the images fetched
from the folder converted into RGB, and a list of array images. After this data is split
into training and testing data. The labels encoding and categorical function in labels
data. Now load the VGG Net 19 model and add layers of batch normalization and
dropout to prevent overfitting. The model parameters are selected after checking
the model performance using a different type of parameters that helps to reduce the
complexity of the proposed model. Compile and train the model after this evaluate
the model performance in classification. The learning rate for the model o0.001 is
selected after using different values of learning rate in the training process. After
receiving the best result from the proposed model, the parameters listed help to give
the best classification task performed by the model.

Table 4 Parameters Used in the Proposed Model

Parameters Values
Loss Categorical Cross Entropy
Learning Rate 0.001
Activation Output SoftMax
Dropout 0.5
Epochs 25
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Batch Size 32
Metrics Accuracy
Verbose o

Table 4 shows the different model parameters used in the proposed model. Its

parameters used in multiclass VGG Net 19 architecture. These parameters are

selected after tuning the proposed model during the training phase.

Results & Discussion

In this section, the results are presented from the proposed model. The experiment

is taken in core i7 seven generation, 8 GB RAM. The Malimg malware dataset was

used in this experiment. The proposed VGG-NET 19 is a multiclass model the results

obtained from this model as shown as.
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Figure 1 contains 25 number of malware families in the data. The quantity of each

malware family is present in the dataset.
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Table 5 Proposed Model Performance in Dataset

Model Accuracy Recall TPR F1score FPR
VGG NET 19 99.0% 99.0% 1.0 99.0% 0.0
Model
CNN Model 97.1% 97.1% 97.2% 97.0% 0.0

Table 5 shows the proposed model performance which shows the accuracy, recall, fi

TPR
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score, and accuracy from the model.
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Figure 2 Performance Comparison of Proposed Model with CNN

Figure 2 shows the graphical comparison of the proposed model with the CNN
model. It contains the different metrics which evaluate the model performance in
each aspect.

Confusion Matrix
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Figure 3 Confusion Matrix from Proposed Model
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Figure 3 shows the confusion matrix from the proposed model on the Malimg
dataset containing 25 malicious families. This figure presents each class correctly
predicted by the proposed model.

The VGG NET 19 model classify each class accurately without miss any class. It
shows proposed model performance best due to its depth of network. It extracts the
features of images due to the training method of model for perform best
classification. The proposed model easily solves the multiclassification malware in
the images accurately.

Conclusion

In this paper, the VGG NET 19 model is proposed to classify the malware families.
The model is trained using different hyperparameters. The Malimg images dataset
was used in this experiment. The dataset contains the 25 number of malware
families. After experimenting with the proposed model which is a multiclass model
it achieves 99.0% accuracy performance. The model performs best in multiclass
malware image classification.

< Future

For the advancement in research before training the model the data should be
normalized applied feature selection and pass through the process of class balance
operation. The big data with multiclass should be implemented in this model. To
further evaluate model performance in terms of big data and with the number of
malware classes. Different types of feature extraction methods and feature selection
methods include PCA, RFE, and fisher score method. The different types of class
imbalance methods should improve performance using SMOTE to handle classes.
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